CONSENSUS ASSESSMENTS INITIATIVE QUESTION
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IVS-12.1

Are policies and procedures established and mechanisms configured and
implemented to protect the wireless network environment perimeter and to
restrict unauthorized wireless traffic?

IVS-12.2

Are policies and procedures established and mechanisms implemented to
ensure wireless security settings are enabled with strong encryption for
authentication and transmission, replacing vendor default settings (e.g.,
encryption keys, passwords, SNMP community strings)?

IVS-12.3

Are policies and procedures established and mechanisms implemented to
protect wireless network environments and detect the presence of
unauthorized (rogue) network devices for a timely disconnect from the
network?

IVS-13.1

Do your network architecture diagrams clearly identify high-risk
environments and data flows that may have legal compliance impacts?

IVS-13.2

Do you implement technical measures and apply defense-in-depth
techniques (e.g., deep packet analysis, traffic throttling and black-holing) for
detection and timely response to network-based attacks associated with
anomalous ingress or egress traffic patterns (e.g., MAC spoofing and ARP
poisoning attacks) and/or distributed denial-of-service (DDoS) attacks?

IPY-01.1

Do you publish a list of all APIs available in the service and indicate which are
standard and which are customized?

IPY-02.1

Is unstructured customer data available on request in an industry-standard
format (e.g., .doc, .xls, or .pdf)?

IPY-03.1

Do you provide policies and procedures (i.e. service level agreements)
governing the use of APIs for interoperability between your service and third-
party applications?

IPY-03.2

If using virtual infrastructure, do you allow virtual machine images to be
downloaded and ported to a new cloud provider?

IPY-03.3

Do you provide policies and procedures (i.e. service level agreements)
governing the migration of application data to and from your service?

IPY-04.1

Is data import, data export, and service management be conducted over
secure (e.g., non-clear text and authenticated), industry accepted
standardized network protocols?

IPY-04.2

Do you provide consumers (tenants) with documentation detailing the
relevant interoperability and portability network protocol standards that are
involved?

IPY-05.1

Do you use an industry-recognized virtualization platform and standard
virtualization formats (e.g., OVF) to help ensure interoperability?

IPY-05.2

If using virtual infrastructure, are machine images made available to the
customer in a way that would allow the customer to replicate those images
in their own off-site storage location?

IPY-05.3

Do you have documented custom changes made to any hypervisor in use,
and all solution-specific virtualization hooks available for customer review?

MOS-01.1

Do you provide anti-malware training specific to mobile devices as part of
your information security awareness training?
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